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Seek, and ye shall find
How Searching your network can lead to interesting
insights
All IT assets make their way through the network.
This makes the network both a dependency and
a historical account. Therefore there is a wealth
of information trapped on the network devices in
enterprises today. Every IP, MAC, Protocol and Port
tells the story of your unique environment and how
your traffic will journey between endpoints. Many
network operators reach this data via command line
interface from device to device to research issues.
Your network is a complex assortment of devices
with varying syntaxes to provide access to important
services and information. There is a direct benefit
to collecting this information automatically and
then presenting it in a common, actionable format
regardless of vendor or device type. This provides
significant time savings to Detect, Triage, and
Diagnose issues. In addition, a platform can
leverage that information to Mitigate, Resolve, and
even Prevent issues before they occur.
The Forward Enterprise Platform collects
configuration and state data, parses, normalizes
and builds a mathematical model representation
of enterprise networks. The mathematical model,
normalized data model and raw source is all indexed
to provide rapid response to queries. These queries
can be as simple as free text search for an IP or
MAC address or more involved like “can a set of
Hosts and Subnets all reach a set of IPs and ports
through a specific device?” With the raw power
of the data available, sometimes the connection
between a particular pain point and the query to
return applicable data may seem non-obvious. This
document is intended to address that challenge and
present you, the network operator, with a set of tools
to build solutions to common network operations
use cases.
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WHAT IS SEARCH?
The Search feature in the Forward Platform is
designed as an interactive, troubleshooting, research
process to analyze network behavior, identify root
cause issues and confirm valid configurations.
Compared to the much more automated Verification
process, search queries can be refined and filtered
interactively, while network details can be easily
explored in the context of the network behavior
currently being researched.
Understanding the syntax of search queries and
which filters and attributes to use in various
scenarios can help accelerate problem resolution
and drilling into the most insightful network details.
There are 2 types of Search in the Forward
Enterprise platform, free text and path search.
FREE TEXT SEARCH
Free Text Search puts all the configuration and state
data gathered from every device on your network
at your fingertips. This includes any text in the
configuration, routing tables (including IPv4, IPv6,
multicast and all virtual routing instances), MPLS
forwarding tables, VXLAN tables, MAC address
tables, ARP entries, access control lists/firewall
rules, NAT entries, spanning-tree information,
inventory, CDP/LLDP, and more. All of these details
are indexed and available to Search. For example,
you can find a device or endpoint on your network
via IP or MAC, but also relevant routes and access
control lists (ACLs) for that host and subnet.
Similarly, you can search for a subnet and find all the
interfaces with IPs in that subnet and all mentions
of that subnet in routes or ACLs. Here are a few
powerful examples of free text search:
•
•
•
•
•

“bridge root” - to find all spanning tree root
bridges since the text “this bridge is the root” is
within their collected spanning tree state data.
“ldp” - to find device interfaces configured for
label distribution protocol,
“ospf” - to find all OSPF learned routes or to find
all devices configured for OSPF routing,
A VRF name to find all devices that participate in
that Virtual Routing and Forwarding instance.
Text that references a specific interface
description on devices to find that interface
instantly in the network, such as “device1
gi1/0/1”.
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•

The serial number of a lost switch or component
model number like a WAN Interface Card to
instantly find where it is both in which device and
the location in the network.

There are far too many examples to list; the limits
are only that of your imagination... and the text
within the device configuration files and state
information collected, potentially billions of lines of
code in a large network.
Our simple text search is really simple (no regex).
But there are a couple things you can use.
1. Groups of words can be searched for by putting
quotes around it: “router isis”
2. You can not search for partial words. So if you
don’t know the whole word then put a * at the
end:
wide*
this will find: wide-metric-only
Another way to find the same: wide-metriconly
*metric*
3. You can replace a single character with a ?:
ATL-DC01-SPINE0?
This will find the text ATL-DC01-SPINE01 or
ATL-DC01-SPINE02. As an example from our
Demo Network. But if there were 03 and 04 or
more, those would also be found.
The ? does not only need to go at the end
of the string. It can replace a character
anywhere within the string.
If you need more complex searches, please consider
using Network Query Engine (NQE), our direct
network data model query feature, with built-in
analysis and comparison syntax.
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PATH SEARCH
The second search type, Path Search, can identify
and enumerate paths through the network that
conform to a set of specified flow requirements or
filters, such as from any source, to a destination,
using specific protocols, or with a specific result
(delivered v. dropped, e.g.). Path search covers
network services based on Layer 2-4 within your
network, including routing and security policies.
Thanks to the indexed mathematical model, path
search results are very flexible, rapid and require no
additional communication with the network devices.
Start performing a “Quick Path search” (see figure)
by entering the source IP, subnet, host, interface
or device, as well as destination IP, subnet, host or
interface. This will display the path from the source
to destination, but this is just the beginning of Path
analysis and discovery. You will notice the Filter
pane on the left of the interface that displays many
of the relevant options to refine your search. Expand
the items with a ‘v’ next to them to see the options
Forward offers to limit your search in the current
search context. We will come back to this later in
more detail.
Before we dive deeper into Path Search, it’s
important to understand the available keywords and
filters.
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See the image below for the Forward Search
vocabulary.

Even if you are relatively new to the platform, but
familiar with networking, you will likely recognize
most of the keywords and filters. Also, notice that
we include overlay details like VXLAN or MPLS
forwarding and virtual networking constructs like
VRF, Route Target, VLAN ID, and VXLAN VNI to help
rationalize tunneling and multi-tenant networks.
BREAKING DOWN PATH SEARCH
Now that you know the lingo, you are ready for the
details of Path Search.
Keywords
Path Search requires some anchor point or well
defined location to limit the scope of the paths. A
location can be selected from a specific device,
interface, vrf, IP address or Prefix.
You can choose where to bind the search query
by using keywords “from”, “to”, “ingress”, “egress”,
“through”, and “bypass”. Path search allows a
combination of keywords and even multiple uses
of the same keyword in the case of ingress, egress,
through or bypass. Given the rapid query response,
you can build, edit and refine your search in real time
to find what you are looking for.
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• From is the most common keyword to anchor a
search. This location is the point at which the path
will begin. This can be selected from a specific
device, interface, vrf, IP address or Prefix in the
device’s routing table. If using an IP, the start of
the path is found by Host localization. If not using
an IP, the query response can be narrowed with
‘Source IP’ filter as shown later in this doc.

• To is a common keyword to create a path target.
This means forward will return traffic paths
that will end up at the “to” location and work
backwards to show all the paths that can reach
that device. Be careful not to confuse To with
Destination IP filter which includes paths that
don’t terminate at the “to” device (we will cover
this in a minute).

• Ingress means that the path will enter that device
at some point. Using “ingress” instead of “from”
will show all possible permutations of path
beginnings and endings that will enter the given
device. Therefore, it can take several seconds
for results. Ingress also shows paths for packets
that might enter the device but be dropped by this
device due to routing policy, ACL or other reasons.
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• Egress, similar to “ingress”, requires that a packet
will come out of a device at some point to match
the search query.
• Through means the path will both ingress and
egress the device. These three will return similar
results in most cases with exceptions like drops
within the specified device.
• Conversely, “bypass” will return all the paths that
do not ingress or egress a given device.
• Status describes the result or outcome of the
traffic flow.
• Delivered - A packet that is successfully delivered
across the network to a destination, usually
specified in the search query.
• Dropped - Explicitly dropped by a rule (firewall,
ACL, etc.) within the network.
• Loop - A packet that traverses the same node/
interface/VRF more than once in a Layer 2 or a
Layer 3 loop.
• Blackhole - Implicitly dropped due to the lack of a
matching/default rule.
Note: Multiple Keywords are treated as logical
AND, therefore the returned paths conform to all
constraints.
These path keywords alone are very powerful. We
can start searching a network you hardly know
by simply choosing relevant places/devices in
the network to anchor your search. A common
place to start is to find all the paths “to” a device.
There are likely many paths, but that simple query
demonstrates how well your network protects a
given device. Likewise, “from” a device gives an
idea of all the paths available from that device and
could prove useful in understanding the blast area
if that device were to be compromised. One critical
use case using only these keywords is ensuring all
traffic from a lower security zone is inspected before
entering a higher security zone. In the example
below, we find all paths that begin ‘from’ an internet
edge device and ‘bypass’ a firewall, but still pass
‘through’ an internal switch. While firewall rules are
critical to maintain security perimeter, they can only
protect the network from the traffic that is forwarded
through them. Fortunately for us there are no paths
around the internet firewall in this network as seen in
the image below.
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Conversely, we may be looking to learn more about my network and see what traffic passes through a
central device, like a firewall.
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If fortunate enough to be familiar with the IP
addresses of devices to anchor the search, then
you can get more refined results, but first we
must understand how the platform will find those
addresses with host localization.
Host localization
When a given IPv4 or IPv6 address is used as an
argument for “From” queries, the Forward search
engine attempts to find this IP address in the
collected state and configuration data.
• If an exact host address match in a form of ARP or
IPv6 ND entry is found, Forward search attempts
to also find the location of the corresponding
MAC address. If the MAC address is identified as
learned by the switch(es) included in the current
network snapshot, Forward search will only show
paths for flows sourced at the specific interface of
switch(es).
• In cases when an exact host address is not found,
the Forward search attempts to find the subnet
containing the queried host. If the Layer-3 interface
(sub-interface or SVI/IRB logical interface) acting
as a default gateway for a given subnet is found,
then Forward search will show paths for flows
sourced at edge ports grouped by entry gateway
and the device.
• If Layer-3 interfaces qualified as above are not
found, Forward search will seek the longest prefix
match (LPM) across the IP routing tables of all
routers in a given snapshot. Paths originating from
all routers with the LPM are shown to the user.
In the above three cases only the flows where the
“Source IP address” header value matches the
argument in the “From” operator will be displayed.
When a given IPv4 or IPv6 address is used as an
argument for “To” queries, the Forward search
engine attempts to find this IP address in the
collected state and configuration data.
• If an exact host address match in a form of ARP or
IPv6 ND entry is found, Forward search attempts
to also find the location of the corresponding
MAC address. If the MAC address is identified as
learned by the switch(es) included in the current
network snapshot, Forward search will only show
paths for flows egressing the specific Layer-2
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switchport interface(s) within the corresponding
bridge (broadcast) domain (VLAN).
• If an exact host address is not found, but rather
the subnet containing the queried host is found,
then Forward search will show paths for flows
egressing out of all Layer-2 switchport interfaces
of the corresponding bridge (broadcast) domain.
• If Layer-3 interfaces qualified as above are not
found, Forward search will seek the longest prefix
match (LPM) across the IP routing tables of all
routers in a given snapshot.
In the above three cases only the flows where the
“Destination IP” address header value matches the
argument in the “To” operator will be displayed.
Filter
Once we have established an anchor location, we
can see several results returned (157+ paths in the
screen below). While we can cycle through the list
of paths, it’s more effective to examine the details
and narrow the results with filters to a manageable
number. Adding “to” or “through” terms to the query
quickly narrows the search accordingly.
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If we take a look at a device in a path, we can even
see what the Header Information looks like at that
device. See the Sample Packet section on the details
tab as below. This is the header information for the
specific traffic path. The Platform will choose a
representative header based on the keywords and
filter.

We can specify Header information as Filters to limit
the paths returned to a more specific scenario.
Layer 2 Header Information
• Source MAC
• Dest MAC
• Ethernet type
IP Header Information
• Source IP
• Dest IP
• IP protocol
Layer 4 Header Information
• L4 source
• L4 dest port
• TCP flags

Network Virtualization
• VLAN ID
• Route target
• VXLAN Network ID

13

W H I T E PA P E R
With these filters, we manipulate the header
information to refine the results of the search. At
this point it will require a little more knowledge
about the network to best structure the query, but
Forward can help guide that process as well.
Notice the filter pane on the left of the user
interface. Here you can see all the details and filter
options to focus your search. These are all the
available possibilities how packets can flow across
your network given the search specification defined.
The more the search is refined the smaller the set of
possibilities.
Remember the section above on keywords and
filters? Here we can see the available options in
action. Forward is helping refine the scope of the
Path Search by sharing multiple resulting options
for given filters. For example, you can see that there
are only 2 possible outcomes, delivered and dropped
(no ‘blackholes”, yay!). You may want to filter on one
of those to limit the set of returned paths. Also, you
pass through 13 different devices. It may be relevant
to pass through or bypass some of those devices.
Looking further down, you can see the header
information with a wealth of insight to the
prospective paths. Here you can expand the items
with a ‘v’ next to them and see the options Forward
has found to limit your search. You can see the 6
possible source IPs for the search or the 2 available
L4 destination ports to focus the search results.
Notice that those items, like L4 destination ports, are
very useful as a rapid method to list every possible
port to reach the destination IP through all accesslists or firewalls in the path.
When you select an item in the Filter panel, notice
it gets added to the Search Bar above. If you know
the parameters you want to search for next time,
you can simply start typing up in the search bar and
Forward will render the results.
SEARCH SEMANTICS AND BEHAVIOR
What is the difference between ‘to’ and ‘Dest IP’?
Recall that ‘to’ is considered an anchor, a well
defined or concrete ending point of a Search.
Therefore as per host localization, it will return
results that reach the desired location/interface/IP
and start filtering from that list of results. However,
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Dest IP is a filter and therefore like injecting a
sample packet with the given destination IP in
the header to filter the results of a Search that is
already anchored. In the case of NATed traffic, the
destination IP address may change at points in the
path. The platform will ask if you really mean to
query “to” or “Dest IP” when you select “to” (right).
In this case using “to” will not work because a NAT
translation exposes a different IP address than the
final destination IP address of the endpoint.

However when using “Dest IP”, filter traffic with the global NAT IP that is translated by the Firewall atledge-fw01 and also later translated at the Loadbalancer atl-app-lb01.
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Likewise, using “Dest IP of the actual IP address of
the endpoint will result in a drop at the outside router
atl-internet as it has no routes to the internal IP
addresses.

What are the Status/Outcomes and how will they help
me narrow results?
In the Filter section above we mentioned Status,
these can focus results for specific scenarios.
The most common is ‘delivered’. This will serve
for finding the path that will successfully forward
the packet as defined by the search to the edge
of the known network model. However, what if
you are investigating some issue? Maybe you are
interested in all the possible ‘Blackhole’ or ‘loop’
paths. In addition, you may want to prove a traffic
will be blocked by a firewall and would like to use
the ‘dropped’ status which leads us to another great
feature discussed next.
My path shows ‘dropped’ at a Firewall, what can I do
to learn more about the path?
Looking at the given path, click on the Firewall that
dropped the traffic.

You can see the normalized deny rule, either explicit
or implicit for that path tuple. Digging further, click
on “See device state” and you can see the relevant

16

W H I T E PA P E R
configuration or state that is responsible for the
behavior highlighted as seen below.

Remember that Forward is a Digital Twin of the
network and that allows for some options you can’t
do in the real world. Since the platform creates
logical functions for things like access-control
list and firewall rules, it can simply ignore that
function. This allows you to virtually permit the
packet through the firewall with “permit all mode”.
In fact this permits you to verify the end to end
Layer 2 and 3 forwarding and find ALL firewalls
in the path that would drop the associated traffic.
Therefore you don’t need to iterate through each
firewall to determine which need to be updated to
permit traffic. Thanks to the Forward mathematical
model we can rationalize all firewalls in a given path
to realize any possible point of packet drop from
access-list or firewall rule.
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Searching from IPs in and outside your network
When searching for a path with a specific IP source, there are a few possible scenarios. If Forward is
aware of the source IP, as soon as you enter the address you are presented with all the possible paths
from that location.

However, if that IP is unknown to the platform (host localization) you will get no results. Instead, you can
anchor the search at a desired location (or “anywhere” to see all possibilities) with the desired ‘Source IP’.
This is because the platform requires a keyword to anchor the search.
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Using Objects, aggregates and abstract Searches.
Named objects can simplify search queries or make
them more relevant and meaningful by expanding
searches over clusters of related hosts, addresses
and devices or by using more common names.
Objects can be helpful to consolidate a collection
of common search criteria to limit the number
of searches or to express an intent to ensure
reachability to all members of a group. Objects can
be found on the left pane of the UI.
A Host group is a collection of Host names, IP
subnets and/or MAC addresses. For example, you
can create a set of all user IP addresses to use as
sources for a Path Search to determine all users
can reach a destination. With host groups, you can
search ‘from’ more than one device or address.

Device groups establish an arbitrary set of devices. This can be helpful for Searches through a set of
devices.
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For example, below shows all the Paths through the access switches in one site that also traverse the
access switches at the other site while bypassing the firewalls.

Header Sets are a combination of IP addresses, IP Protocols, L4 Ports, MAC Addresses and Ethernet
Types that comprise a header or set of headers to be used as a destination filter for searches.

This allows a single search to find all paths with the destination of the given header set. For example,
finding all paths to Office 365.

Use a source IP that’s not on the device.
You can create a search with any IP in its routing
table. You can see the “Sample packet” to look at
the IP used for the current path. Similarly, you can
add an “internet” object to your network to leverage
as a source for any IP not within your network. See
here for more details. The internet node can be
used to connect sites using their public subnet(s) of
the site via the internet gateway and interface. The
internet node can also be used as a “from” anchor
for any public IP outside the public subnets in use
in the network. While you can see and interact with
the internet object, in the UI, the internet object is
only available to add via the API as of this document
writing, but will be within the UI in an upcoming
release.
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Searching with multiple IPs vs a single IP
Most applications serve more than one user or
source IP. While it is helpful to find a path for a
specific user in the case of investigating an issue,
it can also be proactive to ensure that a whole
set of IP addresses and/or subnets can reach a
destination. You can search ‘from’ a subnet directly.
In addition, you can leverage Host groups to search
‘from’ multiple IPs or use ‘Source IP’ as a filter with
a subnet. Using ‘Source IP’ with subnets will return
the possible permutation of paths from each of the
possible IPs within the subnet.
The power of not equal
Forward renders all possible paths including every
possible source and destination IP Address, Layer 4
port, and protocol, known as the header space. The
header space for any specific query is limited by
the anchor points, and additional path requirements
and filters. Because path results are exhaustive, we
also have the ability to use “not equal” to find the
negative or inverse of a search, such as ensuring
that certain scenarios CAN’T happen. Like a port
scanner, we can show if there are any available
traffic paths for any of the 65535 ports other than
443 in the search below:
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Gaps in the network
It’s optimal to collect from all devices in the network,
but that’s not always possible. There may be a
Provider network in your core or device(s) that you
cannot collect from for whatever reason. Here are a
few strategies to handle those cases.
You can leverage L3 transport or WAN circuit or
manual connection to connect objects as well with
the goal of requiring only a single path search query.
• L3 Transport mimics a BGP peering between 2
or more devices similar to an Internet Service
Provider Virtual Private Network where the
transport devices are unable to be collected. By
leveraging the BGP prefixes learned and advertised
from your routers, we can infer what prefixes the
L3 Transport should deliver. See here for more
information
• A WAN Circuit provides Layer 2 transport for
2 devices that are missing a direct physical
connection, like a Service Provider virtual circuit.
You can pair searches to handle gaps in the network;
one search using from/egress/through anchor point
and at least Dest IP to determine the path before the
gap, the second search from the other side of the
gap using a “through” anchor and at least a Dest IP
to show the rest of the path.
If missing the last hop router, you can search for a
given destination IP prefix to determine the path in
the devices present in the platform.
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Tips, tricks and boundary
conditions
How are search results ordered?
Paths are returned in order of longest to shortest
length in hops. In most cases, this is beneficial, but
take time to flip through the returned paths to find
ones that best match the intended query. This may
also lead to additional parameters to limit the scope.
Exporting Searches
It is likely that you will want to collaborate or
share helpful searches. In addition, you may want
chatbots, ticketing or log management systems to
embed a path search URL. You can export a search
query as a snapshot of only relevant devices.
•

•
•

To export a snapshot of a query
On macOS option click the copy icon to export
On Windows alt click the copy icon to export

This will bring up the window to the left to export a
snapshot of only the devices represented as part of
the query.
•
•

Copy and paste from the Search Pane to share or
copy by using the copy icon.
Search query is kept in the navigation pane in the
browser which makes sharing searches simple.
Simply copy the full URL and share via email/chat
or save in a wiki.

What can’t you do?
You may not be able to query all redundant paths
or failover paths. Today Forward understands all
paths that exist within the device forwarding tables.
There can be backup paths that depend on routing
convergence or a route that is not the preferred
route(s).
Search across devices not collected - Forward can
only understand the data it collected. It’s possible
there are devices that aren’t collected in the path
for varying reasons; product support, missing
credentials, etc. There are some workarounds
leveraging objects like L3 Transport or WAN Circuit.
In addition, you can stitch multiple searches together
to rationalize the path on either side of the missing
device.
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You cannot create a search without an anchor point.
This can be achieved in several ways with to/from/
ingress/egress/through/bypass.
What makes a good model/search?
• Keep in mind the above statements to ensure your
search matches your intention. Watch how the
paths returned changes as you add parameters.
Remember the longest path is always first in the
list and that may not be the one you are looking for.
Add as many parameters as needed to limit the
scope to a few paths.
• Include an outcome, delivered/dropped/blackhole
WHAT MAKES A BAD MODEL/SEARCH? HOW TO
ADDRESS?
• Too many results or long processing time?
• It’s most likely there are not enough filters Forward platform considers all possible paths
in the network. Many of these are not what you
are looking for. It is important to filter for the
outcomes you are looking for.
• Gaps in the network are critical to fidelity of the
search and user experience.
• Work with Forward Account team if there is a
product support gap.
• Attempt to gather credentials to access as many
devices as possible.
• Attempt to gain SSH/API access to as many
devices as possible
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Real life use cases
Now let’s explore a few real life scenarios to
determine how Forward can help and then follow
up with the way to structure a search to provide the
intended result

Situation
We are constantly struggling with VPN
Bandwidth congestion

How can Forward Help
Forward can find Branches with traffic paths
that are not using Direct Internet Access
(through the core/hub) for Cloud and SaaS
destinations and ensure proper firewall rules to
permit traffic

Our change control board requires no downtime
for acceptance and we have a huge backlog of
updates putting our network at risk

Forward can verify if paths exist exclusive
of a device before it’s brought down for
maintenance, either by redundant persistent
path or routes diverted as part of the
maintenance

We want to more rapidly deploy new
applications to users, but we never know if the
network is ready until we attempt to deliver the
service

Forward does not require live traffic to verify. It
can demonstrate if a path exists. In addition,
the mathematical model can determine which
firewalls in the path would block traffic to allow
firewall changes to be implemented before or at
time of service delivery.

We are required to prove isolation of an
application or between customers. Our tools
can show live flow data and alert but we need to
show compliance before a breach

Forward search can prove a negative by
exhaustively searching every path from any
source to destination.

We run a Zero Trust environment and are
required to insure all traffic passes through a
firewall between sites.

Forward search can find all paths that bypass
a given firewall in minutes. Simply create a set
of source/destination IPs or create a device
groups to represent all devices that should be
on opposite sides of the firewall and query if
there are any paths through those device groups
that bypass the firewall
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FAQ
• How can I find traffic paths which go through a
specific device, such as Firewall? →
• What is the difference between “From IP prefix” vs
“From IP host address”? →
• What happens when the IP address in “From” is
known to the network? What if it isn’t known, or
silent? →
• What is the difference between the traffic
“destined” to an IP address vs “delivered” to an IP
address →
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