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This sTudy soughT To: 

Understand the current state of  
network environments.

Highlight end-to-end network management  
challenges and benefits.

Determine the status of end-to-end network  
visibility technology adoption.

Explore the adoption of digital twin, automation,  
and AI/ML technologies in network environments.

Research Objectives
Organizations are distributing applications across private data centers, multiple public clouds, and edge locations. Plus, hybrid work 
initiatives are enabling remote work from home or other locations outside of traditional office settings. As the result, the network has 
become critical to ensuring secure connectivity. These modern, distributed networks create greater challenges for organizations as 
they can create blind spots and become operationally complex to effectively manage. In addition, organizations are exploring the use 
of new technologies that drive visibility, efficiency, and automation.

To better understand how organizations are addressing end-to-end network visibility and management as well as adopting new 
technologies to drive greater operational efficiencies, ESG surveyed 339 IT professionals at organizations in North America  (US and 
Canada) responsible for their organization’s network environment. 

Note: Totals in figures and tables throughout this eBook may not add up to 100% due to rounding or organizations choosing more than one answer to select questions.
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key  
findings
click to follow

The network will be the critical asset 
connecting applications and users 
regardless of location.

Highly distributed application and 
employee environments will persist.

Organizations seek consistent policy 
enforcement, deployment agility,  
and mitigated risk.

End-to-end network management is 
highly desired.

Heterogenous networks and leveraging 
AI/ML technology drive cloud adoption.

Network management solutions 
continue to shift to the cloud. 

Accelerated training, mitigating risk, and 
cost savings are all drivers.
 

Digital twin technology awareness 
is expanding.

The need to discover all assets and 
mitigate risks make visibility a necessity.

End-to-end network visibility is 
a requirement.

Challenges exist that slow adoption, but 
those who have cite numerous benefits. 

Network automation and supporting  
AI/ML technology are gaining traction.



Highly distributed 
application and employee 
environments will persist. 
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Between public cloud infrastructure services and increasingly hybrid work policies, highly distributed 
application environments have become the norm and not the exception. Public cloud usage continues 
to expand, with 97% of current users leveraging at least two unique public clouds, and more than a 
quarter using four or more. Additionally, edge environments are growing, with 51% of organizations 
operating at least 25 remote sites, and 41% reporting that more than a quarter of their employees are 
roaming users, meaning they work outside the confines of an office at least once a week. 

As a result of these factors, applications are distributed across private data centers, public clouds, and 
edge locations almost evenly. Undoubtably, employees will continue to work remotely in the future. 
The network is the critical component in delivering positive experiences, so organizations need to 
improve operational efficiencies.  

Distributed Application and Worker Environments Percentage of employees who are roaming users.

Breakdown of production application and workload locations today.

Public cloud users leveraging  
at least 2 unique CSPs.

97+3+S97% 51+49+S51%

Organizations operating  
25 or more ROBOs.

6%

53%

34%

6% 1%

10% or less 11% to 25% 26% to 50% 51% to 75% 76% to 100%

Percentage of employees who are roaming users.

Public cloud 
services, 37%

On-premises data center 
infrastructure, 33%

Edge locations, 30%

Percentage of production applications and workloads today
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These distributed network environments can drive complexity. Indeed, more than 
a third of organizations believe their end-to-end network environment has become 
more complex over the past two years. When asked to identify factors behind this 
trend, a quarter of these organizations cited the need to deploy new technology. 
The other most commonly cited reasons included integration with security, ensuring 
connectivity between data centers and one or more public clouds, distributed 
application environments, a lack of visibility, and an increase in remote workers. 

Drivers of Network Complexity

37+63+S 37%
of organizations believe their 
end-to-end network environment 
has become more complex 
over the last two years.

Biggest reasons end-to-end network environment has become more complex.

12%

14%

15%

15%

17%

17%

17%

18%

19%

20%

20%

22%

22%

24%

25%

Number of network vendors

Expansion due to mergers and acquisitions

Geographically dispersed environment

Need to support modern application environments

Learning multiple public cloud providers’ services and 
management tools

Inability to adequately plan and test changes

Multiple network operating systems (from same vendor)

Need to support real-time applications at edge locations

Increased data volumes or amount of network traffic

Increase in remote workers

Lack of visibility into the end-to-end network

Highly distributed application environment

Need to ensure connectivity between on-premises data centers
and one or more public clouds

Need to be more tightly integrated with security solutions

New technology deployments
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Network management 
solutions continue to 
shift to the cloud.
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            Nearly three-quarters of 
respondents stated that  
their organization’s preference 
is cloud-based solutions.”
“ One of the big shifts in network management is the preference to have cloud-based network management 

solutions. Indeed, nearly three-quarters (73%) of respondents stated that their organization’s preference 
is cloud-based solutions. When asked about the influences behind this preference, 44% cited lifecycle 
management and/or the ability to leverage AI/ML technology. With a nod to remote workers (including those 
in IT operations), cloud-based solutions are easy to access when working remotely (42%), and for those 
distributed environments, it provides centralized visibility and control (41%).

Cloud-based Network Management Is the Preferred 
Deployment Approach

Preference for location of unified end-to-end network  
visibility/management solutions.

Reasons cloud-based unified end-to-end network visibility/management 
solutions are preferred.

73%

26%

73+26+1S
Cloud,

On-premises,

An additional 1% said “Don’ know/No preference”

35%

36%

39%

41%

42%

44%

44%

Saving money on servers and storage

Corporate policy (cloud-first)

NetOps team preference

Centralized visibility and control for the distributed environment

Ability to easily access when working remotely

Ability to leverage AI/ML technologies hosted in the cloud

Lifecycle management
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End-to-end network 
visibility is a requirement.
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            Virtually all respondents 
believe that it is important to have 
end-to-end network visibility.”“ Virtually all respondents believe that it is important to have end-to-end network visibility, with two-thirds 

(68%) identifying it as very important and another 13% calling it critical. End-to-end visibility also plays an 
important role when considering and selecting new tools. In fact, more than half (56%) of the respondents 
who believe end-to-end network visibility is important stated they would switch over to a vendor that had 
that capability immediately, and another third said they would shift during a refresh cycle. This is a clear 
mandate for end-to-end visibility in modern network environments. 

End-to-end Network Visibility Is Important, so Vendors that 
Offer It Stand to Benefit

Importance of unified end-to-end network visibility. Likelihood of switching to a non-incumbent vendor offering robust unified 
end-to-end network visibility software.73+26+1S

13%
Critical,

68%
Very important,

Yes, we would switch 
over immediately, 

56%
Yes, though we would 
begin to shift during 

scheduled refresh cycles, 
33%

Maybe, we would need to evaluate or 
see third-party validation of the 

technology, 10%

No, 1%
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Reasons unified end-to-end network visibility is important.

To have a complete view  
of all network assets

To better understand 
vulnerabilities and exposures

To mitigate risk when  
making changes

To reduce the number of  
tickets submitted

To gain visibility over  
remote workers

To accelerate  
troubleshooting

To simplify planning To reduce MTTR

46%

34%

42%

30%

41% 35%

30% 27%

46+54+S
34+66+S

42+58+S
30+70+S

41+59+S 36+64+S
30+70+S 27+73+S

It is clear that end-to-end visibility is important, but why do organizations need it? The most common response 
was simply to get a complete view of all the network assets. In highly distributed environments, identifying all the 
devices and remote workers is critical. Other common reasons include the ability to mitigate risk when making 
changes (42%) and to gain visibility over remote workers (41%), with the latter being critical for organizations with 
hybrid work initiatives. 

Top Reasons for Comprehensive Visibility            In highly distributed 
environments, identifying 
all the devices and remote 
workers is critical.”
“
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Implementing end-to-end visibility isn’t without its challenges as organizations cite having to retrain employees on new solutions (30%) and the time to validate or become comfortable 
with AIOps (29%) as issues. Another common challenge is overcoming the cultural hurdles between network domains (29%). And it is worth noting that 27% report a lack of available 
vendors with a complete solution.   

On the plus side, organizations reported numerous benefits to extending visibility, with a three-way tie for the top spot. More than a third cited improved customer experiences, improved 
network performance, and/or greater operational efficiencies. Closely behind those, organizations recognized faster problem resolution (33%) and enhanced network security (32%).    

Challenges and Benefits of Unifying Network Visibility

Top five challenges unifying network visibility capabilities. Top five benefits of unifying network visibility capabilities.

1%

20%

23%

26%

26%

27%

27%

27%

28%

29%

29%

30%

None of the above

Lack of executive sponsorship

Backing up cloud-based solutions

Required a refresh of our management tools

Having to shift to cloud-based solutions and not CLIs

Migration to cloud-based management took too long

Required consolidation to a single network vendor

Lack of available vendor solutions that provide complete end-
to-end network visibility and management

Cost of replacing existing network infrastructure

Cultural hurdles between network domains

Time to validate or become comfortable with AIOps efficiency
and accuracy

Retraining employees on new solutions

32%

33%

34%

34%

34%

Enhanced network security

Faster problem resolution

Greater operational efficiency

Improved network performance

Improved customer experiences
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End-to-end network 
management is 
highly desired.
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            Virtually all respondents 
believe that it is important to 
some degree to have end-to-end 
network management.”
“ As was the case with network visibility, virtually all respondents believe that it is important to some degree to have 

end-to-end network management, with more than three-quarters stating it is either very important (68%) or critical 
(14%). End-to-end management also plays an important role when selecting new tools. More than half (58%) of 
respondents stated their organization would switch over to a vendor that had that capability immediately. Just less 
than a third (31%) said they would be more likely to shift during  a refresh cycle. 

End-to-end Network Management Is Important, so Vendors 
that Offer It Will Be at an Advantage

Importance of unified end-to-end network management. Likelihood of switching to a non-incumbent vendor offering robust unified end-to-end network 
management software.

Critical, 14%

Very important, 68%

Somewhat 
important, 17%

Not at all 
important, 1%

Yes, we would 
switch over 

immediately, 58%

Yes, though we 
would begin to shift 

during scheduled 
refresh cycles, 31%

Maybe, we would need to evaluate or 
see third-party validation of the 

technology, 10%

No, 1%
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To ensure consistent 
network and security 
policies across the 
distributed environment

36%36+64+S
To better support  
remote workers

29%29+71+S
To deploy network 
technology faster

33%33+67+S
To simplify 
operations

29%29+71+S
To better understand 
vulnerabilities and 
exposures

32%32+68+S
To mitigate  
risk

27%27+73+S
To deliver 
enhanced 
experiences

31%31+69+S
To reduce 
MTTR

27%27+73+S
To reduce the 
number of tickets 
submitted

30%30+70+S
To accelerate 
troubleshooting

26%26+74+S

Why is end-to-end network management so important? More than a third (36%) of respondents cited consistent network and security policies across a distributed environment. This makes 
sense as having centralized control with distributed enforcement is consistently a top priority for network operations teams. Organizations also want to deploy network technologies faster 
(33%) and better understand vulnerabilities and exposures (32%), which is especially important with the increased attack surface of a distributed environment. Other common reasons for 
unified network management include the abilities to deliver enhanced experiences (31%), reduce tickets (30%), and better support remote workers (29%).   

Drivers for Unified Management 

Reasons unified end-to-end network management is important.
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Organizations also reported a number of challenges when 
implementing end-to-end management, including the cost 
to replace the existing network infrastructure (33%), the lack 
of available solutions (31%), and backing up cloud-based 
solutions (30%). The last one is an often-cited challenge 
as vendors move management solutions to the cloud to 
provide end-to-end solutions. It is also worth noting the 
cultural issues between network domains when it comes to 
unifying management capabilities. 

At the other end of the spectrum, organizations report 
end-to-end management solutions have enabled them 
to enforce consistent and correct network policies (34%), 
deliver enhanced network security (33%), and speed 
deployment times (32%). Also, the efficiencies of having 
end-to-end management capabilities gives network teams 
more time to work on strategic initiatives.

Challenges and Benefits of 
Network Management

Top five challenges unifying network management capabilities. 

Top five benefits of unifying network management capabilities.

29%

30%

30%

31%

33%

Required a refresh of our management tools

Cultural hurdles between network domains

Backing up cloud-based solutions

Lack of available vendor solutions that provide complete
end-to-end network visibility and management

Cost of replacing existing network infrastructure

28%

30%

30%

31%

31%

31%

32%

32%

33%

34%

Improved network performance

Reduced the number of trouble tickets

Improved customer experiences

Greater operational efficiency

Faster problem resolution

Faster problem detection

More time to work on strategic initiatives

Faster deployment times

Enhanced network security

Consistent and correct network policies enforced
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Digital twin technology 
awareness is expanding.
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One of the more innovative technologies gaining awareness and traction in the networking market today is known as digital twin. Basically, it creates a digital representation of the 
physical network environment. Think of it as a living and breathing network visio diagram that organizations can use to see how a planned change will impact an existing environment or 
quickly identify what network devices need to be upgraded with the latest patch or capability. Some vendors are even using it to train teams on the network without impacting it and to 
proactively plan new deployments while waiting for supply chain backlogs to smooth out. The promising part is that almost two-thirds of respondents (62%) are now familiar with digital 
twin technology as its use cases and benefits are brought to light. The technology’s real and perceived importance for managing the network environment is also growing. In fact, for 
those respondents who are already aware of the technology, the majority believe it is either very important (63%) or even critical (20%) to managing an end-to-end network environment. 
Organizations not yet familiar with digital twin technology would be well served by investigating how it can help them with their network environment. 

 

Awareness, and Importance, of Digital Twin Technology Is Growing

62+38+S 62%
of organizations are 
familiar with digital 
twin technology.

Importance of digital twin technology for management of  
end-to-end network environment. 

20%

63%

19%

Critical

Very important

Somewhat important

200+800=

630+370=

190+810=
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Organizations aware of digital twin technology 
have realized, or expect, a number of benefits. 
These include the ability to shorten the 
learning curve for network technology (35%), 
the ability to discover all network devices 
and paths (34%), and ensuring compliance 
with security policies (32%). Organizations 
also report that reducing costs by eliminating 
the need for a matching lab environment 
would be beneficial, along with being able 
to understand the impact of a compromised 
device, visualizing a heterogeneous network 
environment, and accelerating network 
deployment times. Clearly, having a digital 
twin of the network environment can deliver a 
number of benefits to its users. 

 

Benefits of Digital Twins

Benefits of using digital twin technology in network environments.

28%

30%

30%

31%

31%

31%

31%

32%

34%

35%

Reduction in errors from moves, adds, or changes

Verified configurations across distributed network environments

Ability to visualize an end-to-end network environment

Accelerated network deployment times

Ability to visualize a heterogeneous network environment

Understand the impact of a compromised device (blast radius)

Reduced costs by eliminating need for matching lab environment

Ensure compliance with security policies

Discover all network devices and network paths

Shortened learning curve for network technology
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Network automation and 
supporting AI/ML technology 
are gaining traction.
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Given the complexity associated with distributed network environments, network operations teams are turning to network automation tools to minimize the amount of manual repetitive 
tasks. More than eight in ten report leveraging network automation in some capacity, with 40% of respondents describing the usage as extensive, and 42% leveraging it in a more limited 
fashion. While many associate network automation with AI/ML technologies, that is not always the case. In fact, only 12% of respondents indicate their network automation solutions utilize 
AI/ML technologies extensively, while 38% report using it sparingly. Half of the organizations reported not using AI/ML in their network automation solution at all. 

Network Automation Continues to Gain Traction, though Mostly without Use of AI at This Point

40%

42%40
+42+18SWe are already using network 

automation extensively,

We are already using network 
automation in a limited fashion,

Extent to which network automation uses AI/ML capabilities.Extent of network automation use.

12%

38%

50%

Our network automation
solution(s) leverages AI/ML

capabilities extensively

Our network automation
solution(s) leverages AI/ML

capabilities sparingly

Our network automation
solution(s) does not leverage

AI/ML capabilities
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Network domains for which organizations are currently using, or planning to use, network automation.

WAN (SD-WAN and  
WAN optimization)

Campus/branch  
wired network

Data center  
network

Cloud networks

Campus/branch  
wireless network

Home office

53%

43%

48%

42%

47%

35%

53+47+S
43+57+S

48+52+S
42+58+S

47+53+S
35+65+S

Given the widespread use of network automation, it makes sense to examine the network domains organizations 
most commonly apply it to. More than half (53%) of organizations report using network automation with wide area 
network (WAN) technology, and given the distributed nature of these environments, this shouldn’t be a surprise. 
And despite all the hype about cloud computing, data center networks are next in line to use network automation 
(48%), followed closely by campus and branch wireless networks (47%).

WAN, Data Center, and WiFi Domains Most Common Network 
Automation Targets            More than half (53%) of 

organizations report using network 
automation with wide area 
network (WAN) technology.”
“



End-to-end Networking Visibility and Management 23

© 2022 TechTarget, Inc. All Rights Reserved. Back to contents

Knowing where automation is used, it also makes 
sense to investigate why it is used. While topics like 
self-optimized and self-healing networks get the 
lion’s share of the attention, most organizations 
find value first in other use cases. The most 
common response involves using automation to 
enforce consistent security and network policies 
across a highly distributed environment (35%). 
Following that is the ability to automate IT asset 
discovery (33%) and provisioning new devices 
with centralized policies (32%). Other use cases 
include automating routine manual tasks (34%) 
and facilitating lifecycle management (30%) or 
compliance (29%). Not surprisingly, given their 
more advanced nature, the aforementioned self-
optimizing and self-healing use cases were at the 
bottom of the list. 

Network Automation Use Cases

Most common uses for network automation.

22%

22%

25%

28%

29%

29%

30%

32%

32%

33%

35%

Troubleshooting problems

Self-healing

Self-optimizing

Enhancing security

Discovering network devices

Ensuring compliance

Facilitating lifecycle management

Automating routine manual tasks

Provisioning new devices leveraging centralized policies

Discovering IT asset inventory

Enforcing consistent security and network policies across a highly
distributed environment
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Forward Networks is revolutionizing the way large networks are managed and secured. Forward’s 
advanced software delivers a “digital twin” of the network, enabling network operators to verify 
compliance, predict network behavior, and simplify network management. The platform supports 
devices from all major networking vendors and cloud operators, including AWS, Azure, and Google 
Cloud Platform.

About ESG
Enterprise Strategy Group is an integrated technology analysis, research, and strategy firm providing market 
intelligence, actionable insight, and go-to-market content services to the global technology community.

LEARN MORE

https://www.forwardnetworks.com/what-is-a-digital-twin/
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Research Methodology and Demographics

To gather data for this report, ESG conducted a comprehensive online survey of IT professionals from private- and public-sector organizations in North America (United States and 
Canada) between August 12, 2022 and August 24, 2022. To qualify for this survey, respondents were required to be IT professionals familiar with their organization’s entire network 
environment. All respondents were provided an incentive to complete the survey in the form of cash awards and/or cash equivalents.

After filtering out unqualified respondents, removing duplicate responses, and screening the remaining completed responses (on a number of criteria) for data integrity, we were left 
with a final total sample of 339 IT professionals.

RespondenTs by numbeR of employees. RespondenTs by annual Revenue. RespondenTs by indusTRy.

7%

13%

20%

29%

13% 13%

6%

100 to 249 250 to 499 500 to 999 1,000 to
2,499

2,500 to
4,999

5,000 to
9,999

10,000 or
more

24%

46%

30%

Less than $100 million $100 million to
$499.999 million

$500 million or more
14%

2%

4%

5%

5%

7%

9%

12%

15%

27%

Other

Communications and media

Government

Business services

Retail/wholesale

Technology

Healthcare

Construction/engineering

Financial

Manufacturing
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